
	Olivia Brooks
AppSec Engineer

CONTACT
Boston, MA
(617) 555-0142
olivia.brooks@email.com
in/oliviabrooks
CERTIFICATIONS
	CSSLP
Secure SW Lifecycle



	GWAPT · OSWE
Web App Pentest


CORE SKILLS
SAST / DAST / SCA
Threat Modeling (STRIDE)
Secure Code Review
OWASP Top 10 / ASVS
API & Cloud Security
LANGUAGES
 Java    Python    Go    JS 
EDUCATION
B.S., Computer Science
Northeastern University
	Application security engineer who bakes security into the build, not the backlog. Eight years embedding AppSec across the SDLC — threat modeling designs, automating SAST/DAST in CI, and coaching developers to fix the root cause. I make secure code the default, not the exception.
	SECURITY IN THE SDLC
	PLAN
Threat model
	CODE
SAST · review
	BUILD
SCA · secrets
	TEST
DAST · pentest
	DEPLOY
Monitor · WAF






EXPERIENCE

	Senior Application Security Engineer
	2021 — Present


HubSpot — Cambridge, MA
1. Lead threat modeling and secure design reviews for 30+ engineering teams shipping daily.
1. Automated SAST, SCA, and secret scanning in CI; cut critical vulns reaching production 70%.
1. Built a security-champions program and hands-on secure-coding training for 200+ developers.

	Application Security Engineer
	2018 — 2021


Akamai Technologies — Cambridge, MA
1. Performed manual code review and web-app pentests against OWASP ASVS.
1. Triaged bug-bounty submissions and drove remediation with product teams.

	Software Engineer
	2016 — 2018


Wayfair — Boston, MA
1. Built backend services in Java; became the team’s go-to for security questions.




